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RFID Enabled Identification Cards -Privacy and Security Risks




















The Govt. Accountability Office explains RFID-Radio Frequency Identification;


RFID is an automated data-capture technology that can be used to electronically identify, track, and store information contained on a tag. A radio frequency reader scans the tag for data and sends the information to a database, which stores the data contained on the tag. 





2009-the insecurity of RFID passports shown by researcher


Chris Paget, data security researcher, demonstrated how easy it is to hack the passports with commonly available electronic components.  In half an hour he easily collected and copied information from the RFID passports of six people.


"The passport card is a real radio broadcast, so there's no real limit to the read range. It's conceivable that these things can be tracked from 100 meters -- a couple of miles," –Chris Paget


In 2006, The Inspector General found in the I 95 forms using RFID; “security vulnerabilities that could be exploited to gain unauthorized or undetected access to sensitive data” 





In 2007, a GAO official warned that;


“Once a particular individual is identified through an RFID tag, personally identifiable information can be retrieved from any number of sources and then aggregated to develop a profile of the individual. Both tracking and profiling can compromise an individual’s privacy,”





CMPE 2009 Research Paper – on RFID Security 


RFID enabled credit cards are widely used these days. Using a simple gadget available for mere 8$ on Amazon.com, all the details of a credit card can easily be stolen. The attacker has to come just near the owner of credit card and the sensitive details can easily be sniffed. Many countries have issued RFID enabled passports. These passports contain an RFID enabled chip. The encryption of the chip in UK passport was broken in 48 hours. 








someone who has never heard of your company can understand what you’re offering as quickly as possible. Stay away from using jargon, acronyms, or complicated terms.





If you’re not sure what to write, make a list of “what we do” and then a list of “why our products or services are the best.” Use that information to create your newsletter. 
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RFID tags can be remotely and secretly read


“Unfortunately, RFID chips can be read by any reader, not just the ones at passport control. The upshot of this is that travelers carrying around RFID passports are broadcasting their identity.” Bruce Schneier, security expert





Government Accountability Report, 2005


The widespread adoption of the technology can contribute to the increased occurrence of these privacy issues. As previously mentioned, tags can be read by any compatible reader. If readers and tags become ubiquitous, tagged items carried by an individual can be scanned unbeknownst to that individual. Further, the increased presence of readers can provide more opportunities for data to be collected and aggregated





- Skimming unauthorized RFID reader collects information from an RFID chip without the holders’ knowledge.


- Eavesdropping unauthorized individual intercepts the data.
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